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In this paper, we propose a robust watermarking scheme called Double-Layer Spread-Transform Dither
Modulation (DL-STDM) for watermarking motion data. We embed watermarks into the DCT domain of
the quaternion logarithm image (QLI) representation of motion data. Experimental results demonstrate
that our scheme is more robust than existing motion watermarking schemes against a wide variety of
attacks, including noise addition, smoothing, cropping, attenuation, simplification, time warping, non-
uniform scaling along amplitude axis and 2nd watermarking. Our scheme is useful for copyright
protection and ownership identification of motion data.

© 2008 Elsevier Ltd. All rights reserved.

1. Introduction

Digital watermarking techniques have been widely applied to
images, videos, 3D models and motion data. These techniques can
be classified into two categories: robust and (semi-)fragile
watermarking. In a robust watermarking scheme, the watermark
is embedded into the original data. Any attempt to remove the
embedded watermark will not succeed unless it corrupts the
watermarked data too much. On the other hand, a (semi-)fragile
watermark scheme is capable of detecting any change in the
watermarked data and possibly the locations of the changed parts.
The former technique is more challenging.

Unlike popular watermarking applications, watermarking
motion data has been rarely explored. Use of motion capture
(mocap) techniques is becoming increasingly popular for produ-
cing realistic character animation. Professional mocap data
providers are emerging [1,2]. These companies provide custo-
mized mocap data for users. They need techniques to protect their
data from unauthorized usage or illegal copying, and to claim
ownership of the data when necessary. On the other hand, owners
of freely available motion databases [3] may want to ensure that
their data are not being used commercially. When they suspect
someone using their data for commercial purpose, they need
techniques to claim the ownership of their data.
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Pioneering work on robust watermarking of motion data was
done by Kim et al. [4]. Their algorithm has proven successful at
resisting attacks such as noise addition, smoothing, cropping, time
warping, simplifying, enhancement, attenuation and 2nd water-
marking. However, they did not test with large data sets, and their
framework cannot resist non-uniform scaling along amplitude
axis (NUSA) attack. A typical NUSA operation is motion warping
[5-7].

As Kim'’s scheme is based on Cox’s method [8], the more recent
and powerful spread transform Dither modulation (STDM) [9]
scheme is expected to be more robust than Kim’s scheme.
Unfortunately, our experiments show that the STDM scheme
performs worse than Kim'’s scheme (Table 4). We thus propose a
robust watermarking scheme called Double-Layer Spread-Trans-
form Dither Modulation (DL-STDM). This scheme is derived from
STDM, but differs from traditional STDM scheme in two aspects:
the dither generation method, and the number of layers. In our
scheme, the watermark is embedded into the discrete cosine
transform (DCT) domain of the quaternion logarithm image (QLI)
(Section 4.1) of motions. We verified our method with 1000
motions selected from the CMU motion database [3]. Experi-
mental results show that our scheme is more robust than Kim'’s
against a wide variety of attacks.

The remainder of this paper is organized as follows. After a
review of related work, we give an overview of our scheme in
Section 3. Then we describe our approach in detail in Section 4,
followed by the description and analysis of our experimental
results. Finally, we give a conclusion and propose possible
future work.
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2. Related work

2.1. Watermarking images

Early image watermarking algorithms [10,11] employ a
quantize-and-replace strategy. A simple implementation of such
algorithms is low-bit modulation (LBM), where the least sig-
nificant bits of the host signal will be replaced by the embedded
signal. Additive spread-spectrum-based methods [8] embed the
watermark into transformed domains such as the DCT domain.
They are more robust than LBM against most common attacks,
and can be conveniently integrated into the standard image
processing pipelines such as JPEG compression. More recently,
quantization index modulation (QIM)-based methods [9] have
received considerable attention. QIM-based methods have been
shown to be better than the above two kind of methods against a
wide variety of attacks. Our approach is derived from STDM [9]
which is an efficient implementation of QIM.

2.2. Watermarking meshes

Existing mesh-watermarking algorithms can be classified into
two categories: watermarking in spatial domain [12-15] and
watermarking in different kinds of transformed domains [16-20].
Among them, Benedens [12] proposed the first watermarking
technique for copyright protection of meshes. He subsequently
proposed a scheme that can resist both affine transformations and
mesh simplifications [13]. More recently, Zafeiriou et al. [14]
proposed a blind robust mesh-watermarking scheme. Bors [15]
used local moments for watermarking 3D mesh objects. In [16],
the watermark is embedded using a spread-spectrum water-
marking scheme. In [18], the watermark was embedded into the
mesh spectral domain. Uccheddu et al. [19] embedded the
watermark in the wavelet domain. Li et al. [20] used global
spherical parameterization to parameterize meshes and em-
bedded the watermark into the Fourier-frequency domain of the
original mesh. Information hiding techniques have also been
studied by researchers [21,22], and several fragile watermarking
schemes for meshes have been proposed [23,24].

2.3. Watermarking motion data

Little work has been done on watermarking motion data.
Among them, Kim et al. [4] first presented a robust watermarking
scheme based on Cox’s method [8]. They embed watermarks into
the coefficients of the multiresolution representation of motions
in the quaternion domain. Their algorithm is robust against a wide
range of attacks. However, their algorithm cannot resist the attack
of NUSA such as motion warping [5-7]. It is also sensitive to
motion types, and has not been verified on large motion
databases. Yamazaki [25] proposed a watermarking scheme that
is also based on Cox’s method [8]. They embed watermarks into
the frequency domain of the Euler angles or alternatively the joint
positions of motions. Although their scheme is robust against
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noise addition, smoothing, down sampling, 2nd and 3rd water-
marking, bone-length changing, and transformation, it is not
coordinate-independent, and suffers from the same problem as
Kim’s method. Recently, Agarwal et al. [26] formulated joint
positions of motions as triangular meshes, and used a macro-
embedding procedure (MEP) for watermarking motion data. This
algorithm was tested against dropping, noise addition, smoothing
reordering and affine transformation attacks. However, other
attacks such as simplification, cropping, NUSA, 2nd watermarking,
enhancement and attenuation were not tested, and only one
motion is tested in their experiment. In this paper, we present an
algorithm that is robust against a wide range of attacks. Our
algorithm is more robust than existing methods in most cases and
has been tested with CMU’s motion database [3].

3. Overview of our approach

The overview of our watermarking scheme is illustrated in
Fig. 1.

The motion data to be watermarked is .#. The proposed DL-
STDM scheme works as follows. First, embed the occurrence
message m, and then the authentication message m, into .#.
These messages are embedded into the DCT domain of the QLI
(Section 4.1) using a modified STDM method [9]. We thus obtain
the watermarked motion .#°. The according dithers 2, = [dg, d]
and 9, = [dy, d7], along with the index matrix .7, and .#,, and the
random matrix %, and %,, are all saved to the database of the
owner as these data are important for the watermark extracting
process. After that, the motion is distributed to users and it may
be changed by intentional attacks, turning into .#”. In order to
extract the embedded watermark from a suspect motion .#”, we
input .#” into the watermark extracting block. If the watermarked
motion has been attacked by time warping or cropping, then the
attacked motion should be resampled or registered before the
watermark extracting process. When both m, and m, are
successively extracted from the suspect motion, we can claim
the ownership of that motion.

4. The DL-STDM scheme

In this section, we first describe the QLI representation for
motion data, and explain why we use this representation for our
scheme. Then we briefly introduce the traditional STDM model,
followed by a detailed description of the proposed DL-STDM
scheme.

4.1. Representation

A motion of an articulated figure can be described by a
sequence of poses. A pose is specified by the translation and
orientation of the root joint, along with the orientation of the
other joints [27,28]. Suppose that the pose at time t is represented
by m(t) = (p(t),q; (1), ....q,(1)", where p(t) e R* and q,(t) € S*

mo * *
¢ mn * A t
. »m =m | Y ccep
Resampling o o
M M " | Wat k
4/ —»{ STDM (110,ma) »| Attack Mo& 4y ratermark and

Registration Extracting | *

T “» m,=m | N Reject

ma

Fig. 1. Overview of double-layer STDM scheme.
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represent the translation and orientation of the root joint,
respectively. q;(t) € S° represents the orientation of the i-th joint
for 2<i<n, where n is the number of joints.

In order to obtain the correspondence between four-compo-
nent quaternions and three-component RGB images, we propose
the QLI representation. QLI is obtained as follows: each unit
quaternion q; = [w;,v;] can be converted to a equivalent form
q; = [cos(0),v;sin(®)], where cos(0)=w;, sin(0)=|v;] and
v; =Vv;/|v|. Here, we simply describe q;(t) as q;. The logarithmic
representation of q; is then defined by log(q;) = [0, 6v}] [28-30]. If
we treat the three components of 0v; as the RGB components of a
pixel and construct an image with these components, we can
obtain a QLI. An example of QLI is illustrated in Fig. 2. Each
horizontal line of pixels represents the three quaternion logarith-
mic components of one joint. Each vertical line of pixels
represents the quaternion logarithmic components of all joints
in one frame. The QLI has n rows and k columns, where n and k
denote the number of frames and the number of joints of a
motion, respectively.

The data type of each pixel in QLI is floating point. The data
range of the value of each component of each pixel is [-r, n]. The
QLI is stored in physical memory during the watermark embed-
ding and extracting process.

Our DL-STDM is built upon the QLI representation. Other
representations including Euler angles, quaternions, and coeffi-
cients of the multiresolution representation of quaternions [4,31],
have also been considered. A watermarking scheme that embeds
watermarks into Euler angles is more sensitive to noise than a
scheme that embeds watermarks into the QLI. Embedding water-
marks in the quaternion domain is undesirable, since the four
components of a quaternion have a redundant degree of freedom.
The DCT transformation of quaternions may produce lots of zeros.
As these zeros are redundant, they may decrease the performance
of a watermarking system. We have also considered embedding
the watermark in the coefficients of the multiresolution repre-
sentation. However, this representation is not fully reversible
during the watermarking process. For example, if two components
of the watermark are located side by side, we cannot extract the
watermark precisely, even if the motion data were not modified.
This property is harmless to Kim’s method which relies on a
statistical similarity analysis to detect the watermark, but is not
suitable for our scheme which explicitly extracts each bit of the
watermark one by one.

In our scheme, the translation components of all joints and the
orientation of the root joint are not used. This means our scheme
can resist global translation and rotation attacks, as well segment
scaling attacks such as motion retargetting [32].

4.2. The STDM model

The QIM model proposed by Chen and Wornell [9] has been
shown to be more robust against a wide range of attacks than
traditional spread-spectrum methods such as Cox’s method [8].
STDM is a special class of the implementation of QIM [9].

Joint

Frame

Fig. 2. The QLI of a motion clip containing 512 frames and 31 joints. The RGB
components of each pixel in the image represent the according three components
of the quaternion logarithmic components of one joint at one frame.

In the QIM model, information is embedded into the host
signal by modulating a sequence of indices with the embedded
information and then quantizing the host signal with the
associated quantizers. Quantizers are generated with parameter
A [9]. Fig. 3 illustrates the QIM technique. In this case, two
quantizers are used, denoted by x(0) and (O(1). The information
that we want to embed into the host signal, denoted by m, is
chosen to be binary data. If m; = 0, the host signal is quantized
with the x-quantizer, i.e., the x closest to the original signal will
be chosen. If m; =1, the O quantizer will be chosen. The
quantizing function has the property s(x; m) ~ X, where X is the
original signal. In such a way, the quantized signal is not
perceptibly different from the original signal.

The minimum-distance decoder can be utilized to decode the
embedded information from the quantized signal:

m(y) = arg min [}y — s(y: m)]| (1

where y is the watermarked signal, s(y;m) is the quantizing
function.

A low-complexity realization of QIM is coded binary dither
modulation, and STDM is a special case of this, in which only
projections of the host signal along certain orthogonal vectors are
quantized. Quantizing only a subset of host signal components has
the advantage of low-signal-to-noise distortion [9].

4.3. The DL-STDM scheme

4.3.1. Motivation

The STDM scheme has been shown to be powerful for robust
watermarking of images, but our experimental results show that if
we directly apply the STDM algorithm to motion data, the
performance is worse than Kim’s method (Table 4). This is mainly
because the human visual system is more sensitive to artifacts of
motions than that of images. When we apply STDM to motion
data, it is very difficult to choose a good dither generation
parameter 4, [9]. If 4, is small, the original motion will not be
changed too much, but the watermarked motion becomes fragile
against intended attacks. On the other hand, if 4, is bigger, the
watermarked motion will be more robust against intended
attacks, but the original motion will be changed too much,
producing artifacts such as trembling and sliding. It is difficult to
achieve a good tradeoff. We have tested several parameters and
selected the best one. Unfortunately it still does not give us
satisfactory results. This fact leads us to propose a new
scheme called DL-STDM that is based on STDM, but adapted to
motion data.

O
X

Fig. 3. QIM for information embedding [9]. The points marked with “x” and “QO”
belong to quantizer-0 and quantizer-1. x; is quantized to the nearest “x” or “QO”
according to the bit of m;.
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4.3.2. The double-layer structure

The double-layer structure is designed to obtain a good
balance between the robustness of the watermarking scheme
and the distortion that the watermarking process will impose on
the original motion.

In order to decrease distortion, we change the dither generat-
ing process of the standard STDM scheme. Specifically, the dither
is generated with a new procedure (Eq. (4)) in the DL-STDM
scheme, while in standard STDM, the dither is generated
randomly. This strategy decreases the distortion that the water-
marking process will impose on the original motion to a low level
(Eq. (5)), while still maintaining the robustness of the water-
marking system.

The potential problem with the modified dither generation
approach is the increase of the false positive rate (FPR). We thus
add an additional layer called the occurrence layer, to resolve this
problem. One binary bit is embedded into the occurrence
layer in order to identify whether a motion is watermarked or
not. This means a motion that is not watermarked will not be
detected to be watermarked, thus the FPR is decreased to a low
level. The other layer corresponding to the occurrence layer is the
authentication layer into which the 64-bit watermark will be
embedded.

To embed a watermark, we first embed the occurrence layer
with a 1-bit message m,, and then embed the authentication layer
with a 64-bit message m,. The superposition of two layers is not a
problem since the occurrence layer causes negligible change to
the original motion (Table 3).

4.4. Implementation

The implementations of the two layers of the DL-STDM scheme
are similar. We describe them together here. The only difference
between them is the watermark length [ is 1 for the occurrence
layer and 64 for the authentication layer.

In the following part of this subsection, we introduce the
concept of the active data set (ADS) which is very important for
our scheme, and the watermark embedding and extracting
processes.

4.4.1. Active data set

The watermark is embedded into the ADS of a motion clip in
our scheme. The ADS is obtained with the following operations in
the DCT domain of the QLI (Fig. 4):

1. Obtain the QLI by using the algorithm proposed in Section 4.1.
The three components of the QLI corresponding to the RGB
components of an image are illustrated in the top row of Fig. 4.
Each one of the three components is an n-by-(k — 1) matrix,
where n is the number of frames, and k is the number of joints.
Only k — 1 joints are used because the root joint is not included
in the QLI.

2. Reshape each of the three matrices into an n(k — 1)-by-1
matrix row by row, then randomly rearrange the elements. The
randomness is helpful for resisting sequential attacks such as
motion warping and cropping. The original position of each
element in the matrix is recorded into the index matrix
represented by .7, for the occurrence layer and .7, for the
authentication layer. .#, and .7, have the same size n(k — 1)-
by-1. They are necessary for the roll back process during
watermark extraction.

3. Assemble blocks according to the forward error correction
(FEC)-coded watermark length L (Section 4.4.2) and the user-
defined parameter f, where f is the number of blocks

Joint
Joint
Joint

L Frame Frame Frame
Y

J

Reshaping l & Random rearrangement

2 T R T T T T T T

Block l assembling

: I W I I [0 000

DCT transform l& Ordering

+ BN WO - OO0 - OON - (000 - (00D

Data lselection

Fig. 4. Data structure for the DL-STDM scheme.

corresponding to 1-bit of the watermark. f is set to be 2 in our
experiment. Thus, the number of blocks is 2L.

4. Perform DCT transformation for each block, and sort the DCT
coefficients in each block in descending order.

5. Cut off and discard the biggest and smallest part of each block.
This is done because elements in each block change rapidly
(Fig. 5). If we embed information into these parts, the
watermarked motion is likely to produce artifacts. The
coefficients of each block are 3D points. For each block, if we
connect its DCT coefficients one by one from the biggest to the
smallest, we obtain a 2D curve with block elements along the
X-axis and DCT coefficients along the Y-axis. We define the
tangent vector of the curve as the first discrete derivative of it.
The normalized tangent vector of the curve is denoted by T,
and its vertical component which is along the DCT-coefficient
axis is denoted by T,. The cut-off ratio depends on |T,|. We
examine |T,| of each block coefficient from the largest to the
smallest. When we find all |T,|s of each block are below a
threshold ©=0.1, we mark this position as A. Then
continue searching, until we find that all |T,|s are above the
threshold 7, we mark this position as B. The coefficients before
A and after B are cut off. Here the threshold = 0.1 is set by
experiments.

6. Concatenate the remaining elements in the middle part of each
block consecutively into a vector  of length td, where t is the
number of blocks and d is the number of elements remaining
in each block. We define 2" as the ADS.

4.4.2. Watermark embedding

In this section, we describe the watermark embedding
processes for the two layers in the DL-STDM scheme. We define
a watermark as a binary code of length I. The following description
is suitable for both layers. As mentioned in the previous section,
the difference between them is the watermark length [ which is 1
for the occurrence layer and 64 for the authentication layer.
Therefore, we uniformly describe the watermarks of the two
layers as m, the index matrices as .#, the dithers as 2, the
quantizing steps as § and the random matrices as %.

1. Forward-error-correction (FEC) coding the watermark m.
Suppose the watermark is m = {by,b,,...,b;}, then the FEC-
coded watermark m' = {b},b),...,b;} has the length of L = I/r
if the code rate is r [33] .

2. ADS segmentation. The ADS % obtained in the 6th step in
Section 4.4.1 is divided into consecutive segments according to



324 X. Wu et al. / Computers & Graphics 32 (2008) 320-329

DCT coefficients

100

Elements in the block

150 0 oo™

Fig. 5. DCT coefficient of 320 sorted blocks of a motion. Three hundred and twenty blocks are illustrated. Each block contains 144 sorted DCT coefficients. The middle part

between the two red lines is selected for embedding watermark information.

the length L of FEC-coded watermark. The i-th segment is
denoted by x! for 1<i<L. Thus the i-th bit of the FEC-coded
watermark m’ will be embedded into x{. When the length of 2
does not divide exactly by L, the remaining elements are
discarded.

3. Dither generation. For binary watermarks, two dithers are
needed [9], one for bit “0” and another for bit “1”. In Chen’s
scheme [9], the two dithers are generated randomly. In our
scheme, the dithers are generated in a different way. The
reason is given in Section 4.3.2 and the implementation detail
is described in Section 4.4.4. Suppose the two dithers we
obtained are dg and d;. Their length is the same as the FEC-
coded watermark length L. These two dithers should be saved
as 7, because they are important for the watermark extraction
process.

4. Obtaining matrix %. This process is the same as that of the
standard STDM scheme [9]. # =[uy,uy,...,u;] contains L
vectors, each vector has the same length as that of x'. Each u;
is generated pseudo-randomly. % should be saved into the
database of the owner for watermark extracting process.

5. Quantizing. The quantizing process handles one bit of the
watermark and one segment of the ADS each time. Here we
introduce how we embed the i-th bit of m’ into the i-th
segment x! of the ADS . First, we project X! onto u! that is
generated in the previous step, producing a scalar xfg. Then the
j-th element of segment x! can be quantized with the following
equation:
si(h) = (q(x, + di[i], 6) — dy[i] — X)W} +X; (2)
where s]'i is the watermarked j-th element of the i-th segment.
x, = X' -u'. dj[i] is the i-th value of dither |, [ is the binary value
of FEC-coded watermark m, [ € {0, 1}. § is the quantizing step
which is set to be 0.1 for the occurrence layer and 3.2 for the
authentication layer. g is a function defined as q(a,b) = |a/b].
u! and x} are the j-th element of u' and X/, respectively.

6. Roll back. Since the watermark is embedded into the ADS, we
should apply this change back into the original motion. This
can be achieved by a roll back operation. First, substitute the

DCT coefficients that have been selected into the ADS with the
quantized ones. The recorded information .7 are utilized to get
their original positions, because they have been randomly
rearranged in Section 4.4.1. Then, apply the inverse DCT
transformation. Finally, convert the new QLI to quaternions
with an exponential map function [30].

4.4.3. Watermark extracting

The watermark extracting process is the opposite of the
embedding process, and is the same for the two layers. We
first establish the QLI of the suspect motion. Then obtain the
ADS of it and segment the ADS. These three steps are identical to
the watermark embedding process described previously in
Sections 4.4.1 and 4.4.2. The only difference is that the target is
changed from the original motion to the suspect motion.

After segmenting the ADS, we load the index matrix .# and the
dithers 2 that are saved in ADS generating process and the
watermark embedding process. Then extract each bit of the FEC-
coded watermark with the following equation:

m; = arg min(y, —q(y} + dii) + A (3)

where y, =y’ - u', y' is the counterpart of X/, except that it is the i-
th segment of the ADS of the suspect motion, instead of the
original motion. q is the floor function. d; and d, are the recorded
dithers in the encoding process.

Finally, we extract the embedded watermark m; with FEC
decoding [33]. If both the extracted watermarks of the occurrence
layer and the authentication layer are the same as the embedded
watermark, we can claim the ownership of the suspect motion.

4.4.4. Dither generation
The dithers for the two layers are uniformly generated by the
following formulation in our scheme:

dfi] = ) — X, —e, 1=0,1 (4)
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where g is the floor function, d,[i] and xé are defined the same as
Eq. (2). If we substitute the above formulation into Eq. (2), we
obtain that:

S| = o) +X| (5)

This means that the distortion to the original motion is ;:u;, which
is negligible if ¢ is small enough.

5. Experimental results

In this section, we demonstrate that our watermarking scheme
is effective for resisting various attacks. We first introduce the
parameters that we use in the experiments. Then we present
results for several kinds of attacks and compare them with the
results of the standard STDM scheme and Kim’s algorithm [4].!
Finally, we give results of the FPR of our scheme, the difference
between the watermarked motion and the original motion and
the typical running time.

5.1. Parameter setting

Parameter setting for Kim’s method: The parameters for Kim's
method [4] are set to be the same as in their original paper except
for the watermark length. It is 64 in our test and 20 in the original
paper. The scaling parameters for pelvis and other joints are 1072
and 1074, respectively. When we remove the outliers of an
extracted watermark, we use 2.5 times its variance.

Parameter setting for DL-STDM : The parameters we used for
testing our DL-STDM scheme are listed in Table 1. §, is set to be
0.1, however, 0.02 <4, <1.0 works well in our experiment. J, is set
to be 3.2 according to Table 2 and we use this value in order to
make the maximal change ratios of Kim’s method and ours similar
(Table 3) for a fare comparison; 2.5<J,<3.5 also works well. The
number of check digits e for FEC coding is set to be 48. As the
number of check digits increases, the robustness increases to a
peak level, and then decreases; 40 <e <48 achieves similar results.
The number of blocks that 1 bit of the watermark will be
embedded into is set to be 2 which works well in all our
experiments. The dither generation parameter ¢ is set to be 0.01,
but 0.01<&<0.1 achieves similar results in our experiments. The
cut-off threshold ¢ is set to be 0.1, which works well for all the
motion types in all our experiments.

5.2. Robustness of DL-STDM

We have selected 1000 motion clips from the motion capture
database of CMU graphics lab [3], in order to test the efficiency of
our watermarking scheme. These clips contain various motion
types including locomotion, physical activities and sports, inter-
action with environments, situations and scenarios and human
interaction. The number of frames range from 97 to 22 948.

The test results are listed in Table 4. In this table, we list FNR
and FPR under various attacks. In this table, we only list a subset
of each attack type, more detailed results for different parameters
of each attack type are illustrated in Fig. 6.

The threshold for Kim’s method is set to be 0.1, ie., a
watermark is detected successfully if the result of the student’s
t-test is less than 0.1. Yamazaki [25] used the same threshold. For
the STDM scheme and the DL-STDM scheme, a watermark is
detected from a motion only if the extracted watermark is the

1 We have not compared our algorithm with Yamazaki’s [25] because their
algorithm and Kim’s algorithm are both based on Cox’s method [8]. Yamazaki's
algorithm achieves similar results as that of Kim’s.

Table 1
Parameter setting for the DL-STDM scheme

Parameter Value Description

So 0.1 Quantizing step for the occurrence layer

da 3.2 Quantizing step for the authentication layer

e 48 bits Check digits for FEC coding

f 2 Number of blocks that 1 bit will be embedded into

3 0.01 Dither generation parameter which is used in Eq. (5)
T 0.1 Cut-off threshold

Table 2

The false positive rate (FPR) of DL-STDM

Dither parameter J, 0.5 1.5 2.5 3.0 4.0 45 5.0
FPR (107%) 0 0 0 0 12 51 101
Table 3

The distortion measurements of Kim’s method compared to that of the DL-STDM
scheme

Motion clip (subject-trial) T'max (1074 mm) RSME (10~* mm)

KIM DL-STDM KIM DL-STDM
Occ. Aut. Occ. Aut.
3-01 1350 8 1254 140 3 167
23-04 563 11 551 82 5 94
78-34 1512 20 1413 210 9 176

The first column shows the subject-trial IDs of the motion clips in CMU motion
database. Occ. and Aut. represent the occurrence and authentication layer,
respectively.

Table 4
Comparison of the false negative rate (FNR) and false positive rate (FPR) according
to different types of attacks

Attack type Kim STDM DL-STDM

FNR  FPR FNR FPR  FNR  FPR

1. Noise 0.2% 0.15 0 022 0 009 O
2. Noise 1% 024  0.001 033 0 0.15 0.001
3. Cropping 10% 0.10 0 0.18 0 003 O
4. Smoothing Lee’s method 0.16 0 0.23 0 004 O
5. Smoothing Euler angles 004 O 0.08 0 0.03 0.001
6. Average smoothing 030 O 0.38 0 0.01 0
7. Enhancement 1.5 0.24 0.001 0.35 0 0.21 0
8. Attenuation 0.8 024 0 036 0 0.13 0
9. Warping 5% 0.07 O 0.1 0 002 O
10. Warping 10% 022 0 022 0 004 O
11. Uniform scaling 1.05 0.23 0 029 0 0.20 0
12. NUSA 070 O 049 O 0.19 0
13. Uniform time warping 0.05 O 0.14 0 004 O
14. Non-uniform time warping  0.10 0 0.15 0 0.08 O
15. Simplifying 0.08 0 024 0 0.07 O
16. 2nd Watermark 0.02 0 0.13 0 0.01 0

Thousand samples were tested.

same as the original watermark. The detailed parameter setting is
described in Section 5.1.

Noise: Rows 1-2 show the detection results under the addition
attack of white noise. The percentage represents the noise
amplitude as a fraction of the largest Euler angle of the motion.

Cropping: Row 3 demonstrates the resilience of the watermark
under cropping attack. Ten percent of the central part is cut out. A
registration process [4] is carried out for each cropped motion.
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Fig. 6. The robustness of DL-STDM against four typical attacks with different scales. The results of Kim’s method are shown as black lines, and ours as red lines. (a) Noise

addition, (b) cropping, (c) motion warping and (d) enhancement and attenuation.

=

Fig. 7. The jump-kick motion we use for demonstrating signal changes after watermarking and different attacks that are illustrated in Fig. 8.

The robustness of the watermarking scheme depends on the
registration process. Our experimental results show that the
registration process works perfectly under cropping attack when
the cut-off ratio is below 30%.

Smoothing: Rows 4-6 address three kinds of smoothing attacks.
For row 4, we use the smoothing algorithm proposed by Lee et al.
[4,31]. For row 5, we apply an average smoothing filter for Euler
angles, the filter has the size of 1-by-3. For row 6, the smoothing
process is carried out in quaternion domain by:
AN = (@1 + Qi+ G )/ 191 + G+ Qi -

Enhancement and attenuation: Rows 7-8 show the results of
enhancement and attenuation attacks. For the enhancement
attack, we multiply each of the detail coefficients at the coarsest
level and its next finer level of the multiresolution representation
by a constant factor of 1.5 [4,31]. For the attenuation attack, we
use a constant factor of 0.8.

Motion warping: Rows 9-10 demonstrate the robustness
against the motion warping [5,31] attack. We change the position
of the leftfoot joint of the central frame, and solve the configura-
tions of the related joints with inverse kinematics (IK). Then a
multi-level B-spline fitting scheme [6] is utilized to propagate the
changes to the nearest 20 frames.

Scaling along amplitude axis: Rows 11-12 address to two kinds
of scaling attacks. For row 11, a uniform scaling for Euler angles is
applied. The percentage represents the ratio of the scaled
amplitude to the original amplitude. For row 12, a non-uniform
scaling is carried out. The largest 10% and the smallest 10% of the
Euler angles of each joint are scaled by 0.95, and the middle 20%
part are scaled by 1.05.

Time warping: Rows 13-14 shows the results of time warping
attacks. The attack of uniform scaling with a factor of 0.8 is
presented in row 13, that of the non-uniform scaling is shown in
row 14. A motion-signal alignment algorithm [4] is applied in
order to align the time warped motion signal with the original
one.

Simplifying: Row 15 demonstrates the results for a simplifying
attack. In such an attack, the finest level and its nearest coarser
level are eliminated.

2nd watermarking: Row 16 shows the robustness of our scheme
under 2nd-watermarking attack. In such attack, a watermark is

inserted into a watermarked motion. The newly inserted water-
mark is different from that for the original motion.

Examples of the above attacks are illustrated in Fig. 8. In these
examples, we use the signals of the leftfoot joint of the jump-kick
motion shown in Fig. 7. The attacks are imposed on the water-
marked signals (Fig. 8)).

The experimental data in Table 4 demonstrates that in 15 of 16
cases the proposed DL-STDM scheme outperforms Kim’s method
and the standard STDM scheme. There is a significant improve-
ment for the NUSA attacks (row 12). The ability to resist NUSA
attacks is important for motion data, because NUSA attacks can be
carried out by motion warping which is a well-known motion
editing method. As Kim’s method is based on Cox’s method, which
extracts the watermark with correlation measurement, it cannot
resist attacks of NUSA, since this kind of attack can destroy the
correlation between the signals in which the watermark is
embedded. However, DL-STDM can efficiently resolve this pro-
blem because it is based on STDM which has good tolerance
against NUSA attack. The double-layer structure we designed
further improves the robustness.

Table 4 only gives a subset of the experimental results. More
results for the attack of noise addition, enhancement and
attenuation, motion warping and cropping are illustrated in Fig.
6. These results further demonstrate that the proposed DL-STDM
is more robust than Kim'’s against the above attacks, except for
enhancement attacks that are relatively large. When the enhance-
ment attack is larger than 210%, the performance of DL-STDM
decreases to be worse than Kim'’s approach. This is because in
Kim’s approach, the watermark is embedded into the multi-
resolution coefficients, and is detected with a student’s t-test that
relies on the similarity between the detected and the original
watermarks. Our approach, however, needs to detect the “exact”
watermark. In our approach, the watermark is embedded into the
DCT domain of the QLI. When the enhancement attack destroys
the motion too much, the DCT coefficients are heavily influenced.

The FPR of the DL-STDM scheme is illustrated in Table 2. The
FPR is very low when the dither parameter J, is below 3.5.

We have also tested the distortion that our scheme will impose
on the original motion. We use a maximum change ratio rmax and
root-mean-square error (RMSE) for evaluating the changes on the
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Fig. 8. Original and watermarked motion signals (top two rows), and the signal after various attacks. The original signal is shown in red, and the watermarked and attacked
signals are shown in blue. The left, middle and right columns demonstrate the x, y and z components of the quaternion logarithm of the leftfoot joint of the motion shown in
Fig. 7, respectively.
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Table 5
The false negative rate of DL-STDM with different number of frames

Attack Number of frames

50 100 200 400 600 800 1000
Noise 0.2% 0.20 0.14 0.13 0.11 0.10 0.09 0.08
Smooth Lee 0.14 0.07 0.06 0.05 0.04 0.03 0.03
Enhancement 1.5 0.32 0.25 0.23 0.22 0.21 0.20 0.19
Warping 10% 0.13 0.06 0.05 0.05 0.04 0.04 0.03
NUSA 0.30 0.23 0.21 0.20 0.19 0.18 0.18
Simplifying 0.19 0.14 0.12 0.09 0.08 0.07 0.07
Table 6

Running times of watermark embedding and extracting processes for six motions

Number of Watermark Watermark
frames embedding (ms) detection (ms)
Kim DL-STDM Kim DL-STDM

129 195 90 132 26
257 347 193 314 72
513 762 458 522 149
1025 1601 1147 796 262
2049 3298 2450 1245 673
4097 9389 5542 3527 1714

quaternion logarithmic domain. The maximum change ratio is
defined as: rmax = max{|p; — p;l}. And the RMSE is defined as

e=1/(2§’:1|pi—p;|2)/n. Here, p and p’ represent the joint

positions of the original motion and that of the watermarked
motion, respectively. n is equal to the number of joints multiplied
by the number of frames. The test results are listed in Table 3. Both
Kim’s method and ours give negligible modification to the original
motion.

To investigate the influence of the number of frames, we test
six types of attacks with 1000 motions. The results are listed in
Table 5. The more frames the motion has, the more robustness the
DL-STDM will be.

The running time for five motion clips is listed in Table 6.
Experimental results show that our approach runs faster than
Kim’s method. This is partially because we use Intel® integrated
performance primitives 5.0 to calculate the DCT transformation
for the DL-STDM. The running time of both Kim'’s approach and
the proposed the DL-STDM algorithm increase linearly with the
number of frames. The time for the DL-STDM includes the time for
the occurrence layer plus that of the authentication layer. The
experiments were done on a desktop PC with P4 1.8 GHz CPU and
768M physical memory. The test program was developed in Visual
Studio.net 2003.

6. Discussion and conclusion

Robustness of DL-STDM : Robustness requirements vary with
application. The proposed DL-STDM scheme is robust against a
wide variety of attacks listed in Table 4, but is not guaranteed to
be robust against all kinds of attacks.

Weakness of DL-STDM : DL-STDM is designed mainly for
authentication purposes, it is not as general as Kim’s method.
Another weakness is that extra data needs to be saved.

Cut-off positions for block coefficients: We have tested various
motions presented in CMU motion database, and find that the

middle parts of the ordered DCT-coefficient blocks are suitable for
watermarking. The test results also prove that the cut-off position
that is specified by the vertical component of the normalized
tangent vectors works well for watermarking motion data.

Amount of storage for extra data: Some extra data need to be
stored for the DL-STDM scheme, which makes the DL-STDM
scheme as a non-blind watermarking scheme. These data include:
the index matrices .#, and .#,, the dithers 2, and %,, and the
random matrices %, and %,. These data can be stored in the
database of the owner of the motion data. .#,, .7, and %,, %4 have
the same maximum size of 3n(k — 1), and 2, and 2, have the
same maximal size of 2I. Suppose each integer or floating number
occupies 4 bytes, then the amount of storage for them is
2 x[3nk—1)+2l+3n(k — 1)] x 4 = 48n(k — 1) + 16l, where [ is
the length of the watermark, n is the number of frames and k is
the number of joints. Suppose we have a motion with 1000 frames
and 30 joints. If the length of the watermark of the authentication
layer is 64, the maximal amount of storage is approximately
1.4 MB.

To conclude, this paper addresses the problem of robustly
watermarking motion data. We propose the QLI representation for
motion data and present a practical scheme called DL-STDM
based on this representation. Our scheme is proven to be more
robust than Kim’s against various attacks, including noise
addition, smoothing, cropping, motion warping, simplifying,
attenuation, 2nd watermarking and NUSA.

Our plans for future research include testing different possible
attacks, especially combinations of the tested attack types. Since
the DL-STDM scheme is still non-blind, designing a blind yet
robust watermarking scheme for motion data is an open problem.
Finally, the proposed scheme may have potential applications for
watermarking of other data types such as mesh, audio and videos.
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